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Abstract Buy joumal subscripton
Steganoaraphy is the techmique for hiding information within a carrier fle so that it is 6302 €

imperceptible for nnanthorized partes. In this study, it s intended to combine many Tiss e e s b it
tachniques to gather a new method for colour imag steganography to obtain enhanced =

efficiency, atain inereased payload capacty, posses integrity check and security with Immecdate anline acces o al stes fom 201

. ’ Subscrption wil auto renesy annually
cryptography at the same time, Propased work supports many different formats as payload. In

the proposed method, the eodeword i firsly formed with secret data and its CRC-32
. o o N Rent tis artice ia Deelyee
checksum, then the codeword s compressed by Gzip ust before encrypting it by AES, and it s

fimally added to encrypted header information for further proeess and then embedded into the
. . o L Leam more about Insttutionalsubscrptions
cover image. Embedding the enerypted data and header information process ufilizes Fisher-

Yates Shufle algorithm for selecting nest pixel location. To hide one byte, different LSB (least

sigmificant bits) o all colour channels of the selected el s exploited. In order to evaluate the Sections  Figues  Refoences
proposed method, comparative performance tests are carried out against different spatia —_

s
Image steganographic teehmiques using some of the well-fnown image qualty metries For s

securty analysi, stogram, enhanced LB and Chi-square analyses are camied out, The i
Author infarmation

results indicate that with the proposed method has an improved payload capacity,security and T
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ABSTEACT

Dat sscurity in the process of protecting the data from sccess, disclonmme, modificaton, or
destraction by an unaethosiesd person. Steganography is a process in which the secret informeation
s embedded in a digital psgdine withont indecing any vistble distortions. Every secret mossags is
carmied within some cthor eotity and thns the compvemicatiom memaing secret The simplest
apprcach to hids data within an irage fle is LER substitotion, where the least wdgnificant bats of
the randomly selected or ssquential piwels are mepliced by the wecmwet bits. Fven though this
evethod is simople and most compsonty weed method for hiding data, its coobedding affciency is
Laxs and is prozs to statstcal attacks. This paper focuies on daveloping a nowl methiod for hiding
secret bits through encoding techmique mather than L5E substitution The chjectve of this method
s tr incruaee the embedding efficiency thromgh pamix socoding. A Mon-LEE based embedding
algorithm hes beon deweloped wsing matrix socoding method and is compared with the LEB
techoique. The developed algorithes is evalnated wsing the standard pararseteas such 2 FENE
(Peak Signal to MNodss Batio), BER (Bit Eoor Rate) and 5D (Standard Deviaton) of the pixal
waloes and it shomrs better parformance than exdsting mathods.
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1. INTRODTUCTION

Safety of the inforpation tammmitted across the inteonet is an imrpemative issee, & it is affected Ty
mamy sericus problems snch as backing, duplications and psaliciows nsage of digital infrrmation.
Some of the information tramsaoitied omling may be vital and sensitive, and in such ceses the sendars
bave to take informetion secusity oot o considemation. Being a type of secmet shesing,
ituganography cam be nsed in this regard The goal of sieganosraphy i t0 conceal the very cxistenos
of the secret data embedded in & cover medmm in such 3 way that it shonld be undstectable and
robost. Any digital pegadmes swch as text, Images, sadio files, video Sles, netwosk protocols wtc. can



