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A Comparative Study On Video Steganography mn
Spatial and IWT Domain
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Absracr—5Steganography is a technique for embedding digital
information inside another digital medinm such as text, images,
aundio sizmals or video signals, without revealing its presence in
the medinm. In video steganography, a video file will be msed as a
cover medium within which amy secret message can be
embedded. In stezamography, the secret information cam be
hidden either directly by altering the pizel values of the images in
the spatial domain or in the frequency components of the images
after transforming the images into frequency domain by wsing
transformation algorithms such as DCT (Discrete Cosine
Transform), DWT(Discrete Wavelet Transform) and TW{Integer
Wavelet Transform).. In thiz paper, secret data are embedded
inzide a video file nsing both the methods, spatial and frequency,
and the ontcomes are analysed and compared. Results are
compared based on PSNR (Peak Signal to Noize Ratio), MSE
(Mean Square Error), BER (Bit Error Rate) and Standard
Deviation. The findings of this study are given as suggestions for
further enhancement.

Eeywords—IWT;, LEB  Subsdmdon;
Sreganography; Video Steganography

RGE  Domain;

I INTRODUCTION

Steganography is an art to lnde the information which 1s to
be trapsmitted secretly within a digital medium without
revealing 15 exisience m the medium  The word
steganography 15 derrved from Greek word —steganographia’
which means —covered writing. In Steganography, any digital
medium such as images, text, video, audio, etc. can be used as
carrier files to embed the secret data. Many algonthms have
been developed for Steganography. These algonthms are
classified into two categories namely, spatial domain and
Frequency domain techmaues.

Spatial domain techmiques are very simple and sasy to
implement. More amount of informaton can be kdden
without mmeh diffieulty [1] LSB (Least Sigmficant Baf)
substituhon 13 the most commonly used method for hdmg
data in the spatial domain. In this method, few least ngmificant
buts of the pxels of the cover image ars replaced by the bits of
secret data. Replacing few least sigruficant bits of the pels
does not create significant visual change in the mage. Since
the change is very less it is wmisible to the buman visual
system. At the same fime 1f a hacker suspects the presence of
the message, then he can trace the message without much
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difficulty by gathenng all the least significant bits of the pixels
from the image [2]. Various algonthms such as Selected L5B
(SL5B), Dynamic hiding, Pixel Value Differencing (FVD) and
Pixel Indicator Technique (FIT) have been developed to
overcome this problem.

In Transform domam techmique instead of hding the
secret message directly in the pixels, messages are embedded
in the frequency coefficients of the mmage. For this, some
mathematical transformations such as Fast Founer Transform
(FFT), Discrete Cosine Trapsform (DCT), and Diserete
Wavelet Transform (DWT) are applied to the image to
transform 1t into frequency compenents. After transformation,
the secret message 15 hidden in the frequency coefficients.
Secunity can be boosted by hudmg the data in selected
frequency coefficients based on some threshold value. Then
the image will be transformed back mto spanal domain by
mverse transformation.

The objective of this paper 1= to develop two algonthms
for video steganography, one m spatial domain another in the
frequency domain, aed to compare their performances based
on some standard enteria. In the spatial domain algonthm, a
true colour image 15 separated into Red., Green, and Blue
channels and data are ndden 1 any two channels at random
using L3B substimtion method In the transform domaim
algonthm, a true color image 1s transformed mto TWT (Integer
Wavelet Transform) domain usmg a wavelet called ‘haar’
wavelst. The wavelet transforms the image into four frequency
bands, namely AC, HC, VC, and DC. The band AC 15 the
approxmation coefficient band and the other three are detail
coefficients. The secret data are embedded m the DC
component and the image 1= transformed back into orginal
form by reverse transformation.

Video Steganography iz the art of embedding meszage
inside the frames of a video in such a way that 1t does not
make any visible distorhon. Using a video file as a cover
medmm increases the volume of storage as well as it increases
the complexity of sensing the presence of a secret message.

This paper is organised as follows. In Section 2 the papers
which are referred for this work are reviewed. Section 3
presents the method of the proposed algonthm m detail and
the expenmental results and thew evaluation are presented m
section 4. Finally, conclusions appear in Section 3.



