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Abstract---During the implementation of any 

cryptography algorithm, it is important to consider 

about the computational aspect of the algorithm for 

the encryption and decryption process. This paper 

analyses the traditional and conventional RSA 

algorithms based on its encryption speed and 

decryption speed.  The traditional RSA algorithm 

was compared with many of the other public key 

algorithms in various papers. But in this paper it is 

compared with an improved version of RSA. This 

improved version is proved with the help of 

following metrics like plain text size and key size 

with encryption time and decryption time. This 

proposed work is doing the encryption and 

decryption process as fast as the traditional RSA 

algorithm. This proposed work can be implemented 

for the encryption and decryption of data in strict 

source routing of Ad-hoc network. 

Keywords---Asymmetric Encryption, Public Key 

Algorithm, Traditional RSA, Conventional RSA, 

Computational Aspects, Strict Source Routing 

1. INTRODUCTION 

A. Traditional RSA 

This Asymmetric encryption (Public key encryption) 

is a form of cryptosystem in which encryption and 

decryption are performed using the different keys, a 

public key and a private key. It is also known as 

public-key encryption. Asymmetric encryption 

transforms plaintext into ciphertext using one of two 

keys and an encryption algorithm. Using the paired 

key and a decryption algorithm, the plaintext is 

recovered from the ciphertext. Asymmetric 

encryption can be used for confidentiality, 

authentication, or both. The most widely used 

public-key cryptosystem is RSA. The difficulty of 

attacking RSA is based on the difficulty of finding 

the factors of a prime number [1].  

A public-key encryption scheme has six ingredients. 

[1] 

Plaintext: This is the readable message or data that 

is fed into the algorithm as input. 

Encryption algorithm: The encryption algorithm 

performs various transformations on the plaintext. 

Public and private keys: This is a pair of keys that 

have been selected so that if one is used for 

encryption, the other is used for decryption. The 

exact transformations performed by the algorithm 

depend on the public or private key that is provided 

as input. 

Ciphertext: This is the scrambled message produced 

as output. It depends on the plaintext and the key. 

For a given message, two different keys will produce 

two different ciphertexts. 

Decryption algorithm: This algorithm accepts the 

ciphertext and the matching key and produces the 

original plaintext. 

 

Figure 1. RSA Encryption with Public Key 

 

 

Figure 2. RSA Encryption with Private Key 

The essential steps are the following.  
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